
Minimizing latency is essential 
for applications that rely on 
responsiveness...

previous generation technology – it is up to 
100 times faster than 2G and 3G networks. Not 
all current M2M solutions need this additional 
speed, but all can benefit from it.

Improved speed and bandwidth get the most 
attention, but reduced latency is the biggest 
advantage to using 4G in M2M systems. 
Minimizing latency is essential for applications 
that rely on responsiveness – such as automated 

controls for shutdown valves, security systems, 
pumps and reclosures.

With 2G and 3G networks, it is common for 
M2M devices to experience one to two seconds 
of latency during data transmission. The latency 
does not prevent systems from running reliably, 
but it does create limits for the type of activity that 
can be performed over the network, particularly 
for remote control, support and troubleshooting.

Latency in 4G LTE networks is less than 100 
milliseconds. Users will see the differences 
in how quickly input is processed and data is 
presented for their current applications. System 
administrators and application developments will 
see an even bigger difference in how they can 
manage M2M devices and what they can do with 
them.

4G LTE technology can be added as an 
upgrade to currently operating 2G and 3G 
networks. Organizations that have 2G or 
3G-based M2M systems in place today can 
convert simply by replacing current M2M devices 
with 4G models – no additional components, 
adapters or software changes are required. 
New 4G LTE M2M products can also be used 
where there is no 4G LTE network coverage. 
The devices will run on the 3G or 2G network (at 
those network speeds) until 4G connectivity and 

A
T&T is currently promoting its fast new 
4G service with a series of television 
commercials, where a spokesperson 
and group of children discuss 

humorous hypothetical situations about speed. 
Conversation topics include whether more 
speed is better, and whether taping a cheetah 
to a grandmother’s back is a good idea. Each 
installment ends with the tagline: “It’s not 
complicated. Faster is better.”

The commercials get it half right. Faster is 
better for cellular connectivity. However, the 
decision to upgrade to a faster network can be 
complicated, at least for industrial customers who 
are wondering whether 4G Long Term Evolution 
(4G LTE, or simply 4G) connectivity would be 
beneficial for their operations. Many controls and 
systems used in gas operations today function 
very reliably and effectively using 3G and 2G 
cellular networks or private radios, so what is it 
about 4G that will help them?

Today, 4G LTE is available in the industrial 
control units that are widely used in the gas, 
energy and other industries. This development 
represents the convergence of 4G with machine-
to-machine (M2M) technology. There will be more 
than 700 million cellular M2M devices in use by 
2017, compared to about 100 million now, predict 
the industry experts at GigaOM. By the end of 
2013, there will be 234 commercial LTE networks 
in 83 countries, according to the GSA, the trade 
association for cellular technology suppliers.

In general, faster is better. But is it better for 
your M2M system? This article will help you 
decide, by presenting an overview of 4G M2M 
technology, highlighting the key differences of 
4G compared to earlier-generation networks and 
explaining how to take advantage of 4G in M2M 
to make operations more reliable, safe 
and secure.

A primer on 4G M2M
4G LTE represents a significant improvement 
over previous cellular technologies. It enables 
wireless broadband applications, and is the first 
wireless technology to provide data transmission 
rates that approach physical Ethernet. 4G LTE 
is not simply an incremental improvement over 
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data plans are available.
From an operations perspective, 4G LTE data 

rates are revolutionary more than evolutionary. 
The bandwidth that 4G LTE provides enables 
new applications and M2M control solutions that 
previously weren’t possible at remote sites. For 
example, 4G LTE supports streaming video for 
remote monitoring and surveillance. Combining 
4G LTE with M2M devices enables operators 
to get real-time data from more locations and 
from more sources, including sensors, controls 
and other input devices. These capabilities 
– combined with reduced latency – improve 
operational reliability, security and control. 

Improved reliability
Regardless of how wireless M2M devices are 
used, 4G LTE connectivity is advantageous to 
2G and 3G for device management and support 
operations. System administrators and device 
management applications regularly receive 
performance and diagnostic data from remote 
devices. Visibility into remote device performance 
depends on bandwidth – the more readily this 
bandwidth is available, the more frequently 
devices can report back, and the more data they 
can provide. 

The big advantage to having 4G LTE 
connectivity comes when remote support 
is required. Without real-time visibility into 
performance, it is difficult – if not impossible – to 
perform remote diagnostics and troubleshooting. 
Sometimes, operations time out because it 
takes too long to process data packets from 
remote devices. Latency of only two seconds can 
prevent support staff from seeing what they need 
to keep systems from crashing. In some cases, 
applications are hard-coded for low latency and 
cause timeouts over a 2G or 3G cellular network.

Higher bandwidth also makes routine 
maintenance and support more cost-effective. 
Timeouts can also commonly occur when large 
files like firmware upgrades, security patches and 
application software updates are being uploaded 
to remote devices. If these files can’t be sent 
wirelessly, they need to be installed manually, 
which significantly drives up operating expenses. 

Device management systems and support 
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GOW-MAC Instrument Co., has 
launched its Series AR710 HFADD Gas 
Chromatograph – a turn-key system 
engineered and optimized specifically 
for the analysis of trace impurities in bulk 
argon, i.e., H2, N2, O2, CH4, CO and CO2. 
The analyzer is available with options such 
as 4-20 mA output, auto zero, automatic or 
manual operation, and either bench mount 
or 19’ rack mount for easy installation in any panel. The series is suited 
for specialty gas manufacturers, air separation plants, annealing furnaces, 
the semiconductor, nuclear, and electronics industries, various industrial 
processes, and the certification of argon purity. 

• www.gow-mac.com
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The Harris Products Group has introduced 
two new single stage regulators ― the Model 
721AL aluminum-body regulator and the 
Model 701EN Electroless Nickel-Plated 
Regulator. The Model 721 AL aluminum 
regulator is designed for mildly corrosive gases 
or applications where a lightweight regulator 
is required. For mildly corrosive gases, it is 
an economical alternative to 316L stainless steel regulator designs. The 
Model 721 gives accurate primary pressure control of mildly corrosive 
gases such as ammonia, sulfur dioxide and hydrogen sulfide.

Model 701EN single stage, electroless, nickel-plated regulator is 
designed to give accurate primary pressure control of corrosive and acid 
forming gas mixtures. It is an economical, high-performance alternative to 
316L stainless steel regulators.  
• www.harrisproductsgroup.com

Harris Products Group – Two New Single Stage Regulators
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and hazardous environments at unprecedented 
speeds.

In time, 4G will become the standard for M2M 
communication as cellular services phase out 
their 2G networks and as organizations develop 
creative ways to take advantage of the extra 
speed. Taping a cheetah to Grandma’s back is 
questionable, but for industrial control, faster 
is better – especially when the combination 
of 4G and M2M can increase visibility and 
control, improve responsiveness and enable 
organizations to introduce video and other 
advanced features into operations.

operations will likely evolve to take advantage of 
real-time, two-way communication with remote 
devices. As noted, 4G LTE bandwidth enables 
organizations to collect more data from more 
sources, and to collect and process it more 
frequently. Improving the quality and timeliness 
of data will improve responsiveness, help alert 
staff to potential issues before there is a problem, 
and make predictive maintenance systems more 
effective – a significant change to the current 
reactive business model.

Expanded capabilities
The backwards compatibility and improved 
troubleshooting that 4G provides means 
organizations can maintain their current M2M 
applications and run them more efficiently. The 
added bandwidth, with the increasing intelligence 
and flexibility of M2M devices, combine to create 
many exciting new ways for organizations to 
make their operations safer and more efficient.

One of the new capabilities that 4G makes 
possible is the ability to stream video. There 
have been many creative ideas expressed about 
how streaming video enhances monitoring, 
maintenance and safety for remote locations. 
In emergencies, remote video can help locate 
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and account for personnel. Video can also help 
technicians assess conditions and make sure 
they have the right equipment and staff for the 
job, resulting in higher first-time-fix rates. These 
and other new applications are just beginning to 
be imagined now that 4G M2M devices are being 
installed in the field.

Today, 4G M2M devices cost more than 
their 2G and 3G counterparts. The higher price 
will initially inhibit adoption. As we’ve seen 
with Wi-Fi, Bluetooth and earlier-generation 
cellular technology, 4G LTE prices will likely fall 
dramatically once adoption begins to grow. The 
overall benefits 4G provides make it a cost-
effective solution.

Red Lion Controls has seen some of these 
innovations and benefits first-hand, because 
our customers are using our carrier-certified 
M2M 4G cellular routers to manage the delivery 
of data and control mission-critical devices 
at remote locations. Thousands of Red Lion 
products are used in gas production facilities, 
depots, pipelines and wells all over the world. 
AT&T, Bell Mobility and Verizon are among the 
cellular carriers that have certified our 4G cellular 
routers for use on their 4G networks in North 
America. Together, we are connecting remote 
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A small wind farm might show a similar arrangement of switches. Ethernet and 
fiber optic cables ensure rapid transmission for a mountain of information.  

Simplified installations
Switch manufacturers offer several useful 
features. Take the N-Ring configuration discussed 
above for example. Once the ring manager is set 
up, it automatically sets up and configures the rest 
of the ring devices. 
 In addition, it is important to make sure 
all deployed switches have backup and restore 
capabilities. This way, in the case of a failure, 
configuration data can be easily pulled from the 
switch before replacing it with a new one. This 
helps simplify maintenance and keep the network 
running efficiently. 
 Another feature: Automatic change detection 
in the network. When a new PLC is installed, 
for instance, the port speed changes and will be 
automatically detected. 
 As you’d expect, different wind farm networks 
use different products. Some use unmanaged 
switches, unmanaged switches with monitoring 
capability, and managed switches. There are many 
ways to build a network. However, we advise the 
use of managed switches because of the capability 
of rings and diagnostics. Managed switches 
provide advanced capabilities that are useful on 
today’s wind farms. 
 Also, always consider the availability of 
advanced monitoring tools provided with your 
switch. Remote diagnostics can troubleshoot 
configuration errors and cabling issues. Remote 
diagnostic tools often provide information about 
port status, traffic, and errors. For example, it 
provides information on the number of dropped 
or multi-task packets and can be an excellent tool 
for remotely determining whether or not there 
are cabling issues. 
 In closing, wind-farm operators don’t 
want to go onsite with a complex monitoring 
tool to detect cabling issues. Most managed 
switches provide some type of diagnostic 
information through a web browser. For 
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instance, Red Lion’s N-Tron managed and unmanaged 
switches with monitoring capability also have an 
ability to periodically autocast small Ethernet packets 
containing port-by-port status of the switch, along 
with OPC (OLE for process control) server software 
that will send this data to industry standard OPC client 
software and most popular HMI packages. 
 The key is to use reliable products that are engineered 
for the environment, and can be managed remotely and 
proactively to prevent problems, regardless of operating 
conditions. Industrial switches are engineered to get the 
job done – even when temperatures are unmanageable 
for commercial-grade products. WPE
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