[}
How to Configure Redundancy Slxnet

April 28, 2010

The built in redundancy features were added to mattendancy easy in the IPms. Very
minimal programming is required to make redundantiollers. There are some other features
to carry redundancy into other aspects of the aafptin. There are two different typical
scenarios meant to be used with Sixnet redunda&igyre 1 shows redundant controllers using
the ST-IPM-6350 controllers, EtherTRAK-2 modulesl aadundant SCADA computers
respectively. Figure 2 is a redundancy configuratuith VT-IPM-X410 controllers,
EtherTRAK-2 and redundant SCADA.
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These redundant systems provide fail-over for 5feéyre conditions:

1. Software failure or program maintenance in the Hihis condition accounts for the
logic code (ISaGRAF or C) stopping in one contmlla this condition the system will
still continue to function. The cause of this nteyprogram crash or deleting the
program for maintenance.

2. IPm hardware failure — If one IPm losses powerads fto continue to operate the system
will continue to run.

3. SCADA failure — The support for multiple SCADA comntprs means that one computer
could be rebooted or taken off line and the systgihcontinue to operate.

4. Power Supply failure — Redundant power inputs @nnilodules and controllers means if
a power supply fails or there is a power outagalernative power (ex: Battery back-up)
supply can be used to power the system.

5. Ethernet connection failure — Any one Ethernet emtion can be broken on the system
and the system will be fully functional.

The next 5 sections will describe in detail how 81¥NET redundant system handles the fail-
over conditions and which features were added tkentavork.

Software Failure or program maintenance in the IPm

The built-in redundancy features are the most Bggmit and important changes required to
make redundancy work. The system always assumesdhetwo redundant controllers in the
system.

Station Status Module variables

There are set of key variables are in each coetrald is monitored by the redundancy code to
ensure the controllers can determine which is mroband if the logic code is running. The
variables are separated into “self” and “other’eT@ontroller uses the “self’ as its own variables
and the “other” as the other controller. The binltedundancy configuration automatically set a
write transfer the “self” bits to the other stasdiother” bits.

The variables are as follows:
Self_Heartbeat Discrete Output variable that is pulsed by ®@GRAF or C program.
This variable is used by the built-in redundancgleto determine whether the station
should be in Active or Back-up mode.
Self_Active— Status-bit generated by the built-in redunddeeyure. When the bit is on
the controller is in Active mode. On indicates ttia controller. The built-in redundancy
will set this bit when all the active criteria areet.
Self_Backup- Status-bit generated by the built-in redunddeeyure. When this bit is
ON the station is in back-up mode.
Other_Heartbeat This bit is the pulsing heartbeat Discrete ougduhe other station
generated by the ISaGRAF or C program of the attegion.
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Other_Active— This bit is the “Self_Active” bit from the othstation. This is used by
the built-in redundancy feature to help determitether the station should be in Active
or Back-up mode.

Other_Status- This bit is the “Self _Back-up” bit from the oth&ation. This is used by
the built-in redundancy feature to help determitethier the station should be in Active
or Back-up mode.

Self_Status- This is a simple user bit to quickly determihthe station is in Active or
Back-up mode. ON is Active and OFF is Back-up.

Fail-over code in the IPm

Active mode — Reading all inputs and writing output

Back-up mode — Reading all inputs and outputs.

Back-up versus Active — When redundancy is enatbleatontroller is in one of the
aforementioned states. By default the controllartstin back-up mode. The code that controls
the will keep the controller in this state until @i the following conditions are met: (1) The

LINK state on Ethernet port 1 is ON. (2) The Seléartbeat is pulsing within the tolerance of
the “allowable loss period” setting. (3) The “OthActive” variable is not ON.
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Step-by-step guide to configure redundancy

It is important to start the configuration with aetwork plan. First, plan out the network
including the IP address of the SCADA PC, contrsli&therTRAK-2 and switches

used. In this case the network is being designestheswn below.

SCADA PC
192.168.0.100

&

LAN 2 — SCADA Network

emm—— LAN 2 Common IP —
= 192.168.0.3

Redundant Redundant
Controllerl Controller2
LAN1-10.1.0.1 LAN 1-10.1.0.2
LAN 2 —192.168.0.1 LAN 2 —192.168.0.2

LAN 1 - Ring

E2 E2 E2
10.1.04 10.1.0.5 10.1.0.6
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Start with a blank configuration or a configuratwithout EtherTRAK-2 modules. To
make configuration easier an abbreviated EtherTRAONfiguration wizard has been
added. Configure the Controller (ST-IPM-6350 irstbase) selecting the redundancy
options.

IPm Remote Terminal Unit Station Configuration

Define General &

Sl e ‘NewSta1 J Automatically configure a secondany controller

Secondary station nanme;  MewStal_bak

Station number: |1 [+]E mable built-in redundancsy

Serial number. | 12345

Station Type: | STPM-6350 V_i [] Use custamized product cods:

SIXTRAK IPm Open DCS Controller

Featuras:

Next, Configure the LAN 1 IP address and LAN 2 bagklP address.

5}

PR 5
- Bupt Brgnorijas

Define Communicat:

| Il Port f Settings :
| ¥ |Ethernett Ethernet: 10.1.0.1
|| Ethernet2 Ethernet: 192 165.0.1
| RS232 Port & SIXNET Universal 9600,M 8,1 RS232
| RSZ32PurtB SIXNET Univversal 9600,M 8,1 RS232
| RS485 Port C SIXNET Universal 9600,M 8,1 RS485

’ Configure Selected Part... ]

[ Security. . ]
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In the the 1/0O Modules tab the “redundancy modweél appear. This module holds all
the station status module variables that the realucygprogram in the controller
firmware uses to determine what state it shoulthb&he starting address can be
modified to whatever register is convenient. Keemind that the “Self _Heartbeat”
variable needs to be pulsed on and off by an ISalGRAgram. The screen shot below
shows the status bits with a starting address 0f 10

Module Configuration : Redundancy Module

aeneral | Dizcrete Options | Dizcrete Tags |
[ Ata M ame ] [ Copy Prior ]

0 | 10 | V0TagHame | OFF | ON Feature | Tag
Type Address, =~~~ Message Message ===
O QUT | %100 Zelf_Hearthest Diastole Systole Zelf Hearthest
DoUT Self Active Iedle Running Self Active
DoUT 102 Self_Backup Icdle: Backup Self Backup
DoUT %103 Cther Hearthest Digstole Syatole Other Hearthest
DUt %104 Cither_Active Idle Funning Other Active
DUt %105 Cither_Status Alive Dead Cither Status
DaUT Y106 Self_Status Alive Dead Self Status

Notice in the 1/0O Transfer window an automatic T@nsfer was created by the Tool Kit
so the Controllers would pass the station statusuteanformation to each other using
the LAN 1 network.

110} Transfers 1

Define L/ Tran:

'-hctiaﬁ-ﬂame . i Defined Act-i-c'ln I .I-_c-cﬁ.i.'l:'jpe E”i_.cu:a;- :-“-Fh-amute.f;pe ;‘Eémﬂ‘t&.:"ijlllll'l:li]er oi' :-i_cla;:i 0|ﬂiuns fif
Start Start Reqisters
i Shattatirie Write SIMMET I From Discrete Out 100 T Discrete QU 103 2 btk
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In the redundant controller options tab configine itAN 1 IP address of the second
controller and the Back-up IP address of the LANt2rface.

Redundant Controller Options

Secondary contraller options:

Station name; %NewStaLbak | Station number options;
—_ %) Lze the primary contraller station number [1]
Senal number; | 12344 |

) Uze aunigue station number 2

IF &ddress: ! 0 o F o 2l ow 2

Ind IP Address: 192 . 168 . 0 . 2 |

Next, in the same tab configure the common IP addifedesired. It must be a third IP
address that is unique on the LAN 2 network. Téithe IP that the controllers when they
are in active mode. Set the subnet mask to 25235255.

Built-in redundancy optionz:

General i.Statinn Status Mudule-iﬁ__-_l;l eartl:uea.t;i; -Virtual_l_{gynch-:: 140 Trqpsferéi

Enable built-in redundancy

Enable common 1P
Coarmmor [P | 192 cael. o . 3 |

e |_255 285 255+, 25 |
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In the heartbeat tab select the allowable loss.fifhés is the time the redundancy code
will use to detect the loss of the other statiogartbeat. This time should be greater than
the pulse time of the heartbeat in ISaGRAF.

Built-in redundancy optiomnis:

| General | Station Status Module| Heartbeat | vitual 1/0 Synch | 1/0 Transfers|

tanitar for heartbieat using:
Signal heartbeat loss uzing:

Allowable lozz period: |E | zeC

The Virtual /0 Synch tab can optionally set a sgif write transfer between the two
controllers active only when the controller is e tactive mode. This allows any virtual
outputs used in the ISaGRAF program to be syncheahbetween the active and back-
up controller.

Built-in redundancy options;

| General | Station Status Module | Heartbeat | Yitual L0 Synch | 1/0 Transfers|

110 Type Hum Regs Start Addr o2
(Discrete oupi. 10 0 et Scan Rate | |1 seC
| &ralog Output 0 o

Float Cutpt ] 0
Lang Irt Output ] 1]
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The 1/O transfers tab shows a summary of the l&Ddfiers relating to redundancy. This is

also the place to add EtherTRAK-2 I/O modules. Addhem here simplifies

configuration by adding the necessary redundantiprmgp Simply click the “add remote

I/O” button.

Built-in redundancy options:

| General | Stafion Status Mordule | Heatbeat | Vitusl 120 Synch | 170 Transfers |

Action Hame ; I Defined Action Local Type Local Remote Type |Remote [ Humber of 1
L I | Start | | Start | Registers |
| _StaStatWrite Write SEAMET 10D From Discrete Ot 100 To Discrete O 103 2

_{ _-‘. WO Transter Options fScan Options /

When the button is pressed the add redundant ref@t@nfiguration screen appears.
Select the EtherTRAK-2 modules in the project gmecey the unique station number

and IP addressed from the project plan.
Add Redundant Remote /0 Module

Select a module bppe:

E2/EB-MIx24882 v

Module name: | NewRemoteld
L

Station number. | 4 |

IF &ddress: m 1

= |
o

Create a Remate [0 Link module and 1A Transfer(z)]
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To view the redundant options automatically adaethé EtherTRAK-2 module click
finish. Then, go to the I/O transfer tab in the tcolher configuration and double-click on
the remote I/O link transfer. In the remote I/Cklioptions the 1/0O scan options has
automatically been filled in. This allows both caflers to read inputs at all times, read
outputs in back-up mode and write outputs in thez@aenode.

: NewRemotelO

_-General | Remate 140 Link Options | Discrete Dptians- -Discrete Tags- Analog Options ..-’-‘n.nalug Tags-;

Define Remote 10 Link Scan Options

Communications part (140 scan option: B
Part: S NET Ly Idze built-in redundancy options
Currertt port settings: Destination IP =10.1.0.4 v| Fiead output enable:
= T [5elf Backup L
D ata format: Bifam L L]
* [FlReadD0  [¥]Readan
Meszaging sequence: ' R apid Fire w | Wwiite output enable:
, ' | T [Self_Active |
Ieszage timeout; I3DDD | ms leszage attempts: !3 | L= |
= E — wirite OO write A0
GTantie i e \  Aead input enable:
Scan option: | Use Default Scan Time e
— 5 Read DI gad A
Default time [for all actions]: ;2-9':“:' ! Sec.

As mentioned previously in this document verydigirogramming is required. An
example of the ISaGRAF program required is showoviben FBD language. The
program provides the heartbeat for the redundarmyram to know whether the
ISaGRAF program is running or not. One blink fuantblock is required with a time
variable input to determine the blink rate. Thepotitof the block goes to the
self_heartbeat variable in the redundancy moduléhis example it is DO:100. An
optional normally closed contact “CutPulse” vareaban be added to simulate an
ISaGRAF failure.

+ + + + + + + + + + +

Cut Pulse
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